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Agenda 
1. 360° Know Your Customer (KYC)

▪ Regulatory and Industry anchors
▪ Capturing full customer activities, products, jurisdictions, and ownership structures within KYC
▪ Ownership and control
▪ Maintaining KYC information and risk assessments throughout customer lifecycle
▪ When KYC must be updated
▪ What KYC must be re-assessed

2. Transaction Monitoring

▪ Designing transaction monitoring indicators linked to expected transaction patterns
▪ Examples of effective indicators
▪ Setting thresholds to balance suspicious alerts and false positives
▪ Managing resource demands from high alert volumes and investigations
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360° Know Your Customer (KYC)



Regulatory and Industry Anchors

Why this matters? 

→ Regulators expect KYC and Transaction Monitoring (TM) to operate as one 
continuous control framework

→ Weak KYC at onboarding directly results in ineffective monitoring, alert noise, 
and missed suspicious activity

→ Regulatory enforcement actions repeatedly highlight failures where TM was 
not anchored to customer understanding
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Regulatory and Industry Anchors

→ Money Laundering Regulations 2017 (as amended)
 UK law requires firms to apply customer due diligence and ongoing monitoring throughout the customer 

lifecycle.

→ Proceeds of Crime Act 2002 (POCA) & Terrorism Act 2000
 Failure to identify or report suspicious activity constitutes a criminal offence under these Acts.

→ Regulatory expectations (FCA) - FCA Financial Crime Guide (FCG)
 FCA assesses AML end-to-end, focusing on effectiveness of systems and controls. Monitoring must be 

risk-based and behaviour-led, not generic or rules-only.

→ Industry guidance (JMLSG)
 “Knowing the customer” goes beyond identity to understanding activities and transaction behaviour. 

Monitoring outcomes must feed back into KYC and risk assessments.
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Capturing full customer activities, products and  

jurisdictions within KYC
→ Firms must demonstrate a comprehensive understanding of how a customer generates, moves, and utilises funds, not 

merely their identity

→ They are required to have a detailed grasp of who their customer is, including the nature of their business, operational 
locations, and organisational structure

→ This depth of insight should be sufficient to anticipate and justify future transaction behaviours
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Capturing full customer activities, products and  

jurisdictions within KYC

Customer

• Nature of business
• Source of funds and source 

of wealth
• Anticipated transaction 

types, expected volumes 
and relevant geographical 
regions

• Typical counterparties and 
payment flows
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Jurisdictions

• Operation
• Ownership / control
• Transaction origination and 

destination
• High-risk third countries
• Sanctions regimes
• Countries with weak AML 

frameworks

Products and Services

• Products currently 
used and potential 
future use

• Product-specific risks
• Delivery channels 

(branch, online, 
intermediaries)



Ownership and control

→ Identification of ultimate beneficial owners and controllers/key decision-makers

→ Mapping complex ownership structures, including trusts, nominees, and special purpose vehicles (SPVs)

→ Trusts: Understanding the roles of settlors, trustees, and beneficiaries

→ Foundations: Identifying the founder, council members, and beneficiaries is crucial for transparency and risk 
assessment

→ SPVs and nominee arrangements: Uncovering the real parties behind Special Purpose Vehicles and nominee structures 
reveals hidden relationships and potential risks
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Ownership and control
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Getting this right has a 
positive impact on 
Transaction Monitoring, 
Payments and Customer 
Screening

→
Sanctions screening that 
extends beyond the named 
customer, ensures broader 
coverage

and

effective detection of indirect 
exposure, minimises the risk of 
unwittingly facilitating illicit 
activities



Maintaining KYC information and risk 

assessments throughout customer lifecycle

→ Know Your Customer (KYC) is a dynamic process, not a one-off 
exercise; the risk profile associated with a customer must be 
continually reassessed and adapted as the relationship develops 
over time

→ An ongoing approach ensures that the Firm can respond 
appropriately to changes in behaviour, circumstances, or risk 
factors, thereby maintaining robust compliance and safeguarding 
against Financial Crime
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Relevant Events:

When Should KYC be Updated?
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→ Periodic Review

→ Trigger Event

→ Change in Activity

→ New Products

→ New Markets

→ Alerts Increase



What must be re-assessed?

Areas of focus

• Nature and purpose of the relationship

• Expected activity

• Ownership and control

• Source of funds / source of wealth

• Alignment with firm’s risk appetite

Best practice

• Documented rationale explaining

• Why changes were (or were not) made

• How new information impacted risk rating

• Clear audit trail

• Alerts → reviews → decisions

• Demonstrable use of TM insights in KYC refresh



Transaction Monitoring



Designing TM indicators linked to expected 
transaction patterns
Transaction monitoring must be behaviour-based, not purely rules-based.

→ Authorities emphasise that effective TM systems must go beyond static, rules-based approaches. Instead, firms 
are expected to employ behaviour-based monitoring that captures the dynamic nature of customer activity. 

→ To ensure transaction monitoring is robust and fit for purpose, firms should adhere to several key principles. 

→ Transaction monitoring scenarios must be tailored to reflect the unique characteristics of each customer and 
their business activities.
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•  Customer type
•  Business model
•  Product usage
•  Expected volumes
•  Expected geographies
•  Deviations from normal behaviour
•  Unusual patterns rather than single transactions



Examples of Effective Indicators

Effective indicators are those that accurately signal when a transaction or group of transactions may be 
suspicious, based on a thorough understanding of the customer's usual behaviour. These indicators should be 
continuously reviewed and refined to ensure they remain relevant as risks evolve. 

→ Understand scenario logic 
→ Explain why indicators are appropriate
→ Evidence ongoing refinement

 Declared business purpose 

 Known revenue profile 

 Sudden jurisdictional shifts  

 Structuring or layering indicators 
 

 Increased third-party involvement without explanation 

 Use of products not previously associated with the customer
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Setting thresholds to balance suspicious alerts and 
false positives

Thresholds must be carefully calibrated to account for a range of risk factors, ensuring 
that monitoring remains both accurate and proportionate

Excessive alert generation from transaction monitoring systems can inundate front-line 
teams, thereby increasing the risk of overlooking genuine threats

Striking the right balance in setting alert thresholds is essential to quickly identify high-
risk activities while minimising unnecessary strain on staff through superfluous 
notifications
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Setting thresholds to balance suspicious alerts and 
false positives

→ Relative customer risk

→ Product risk

→ Jurisdictional exposure

→ Segment-specific thresholds

→ Governance and control
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Managing resource demands from high alert volumes 
and investigations

 Active tuning & testing
 Regularly adjust and validate monitoring systems to maintain effectiveness against emerging 

threats

 False positives awareness
 Understand causes and impacts of false alerts to minimise unnecessary investigations and focus 

on genuine risks

 Resource Allocation
 Resources should match the scale and complexity of operations

 Avoid “Set-and-Forget” TM
 Static, unreviewed configurations are inadequate. Ongoing reviews ensure alignment with 

changing risk landscapes
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Managing resource demands from high alert volumes 
and investigations

Practical Controls

 Clear Ownership & Accountability
 First-Line Investigations: Operational teams must be supported and well-resourced
 Second-Line Oversight: Compliance functions provide independent review and challenge
 MLRO: The Money Laundering Reporting Officer oversees key decisions

 Risk-Based Triage
 Prioritise alerts by risk level

 Robust Management Information (MI)
 Track metrics like alert volumes, backlogs, case ageing, and SAR timeliness

 Automation Support
 Use automation to assist routine tasks where possible and safe to do so
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