SIMUNIX

Digitising Onboarding, Identification
and Verification

Powering UK organisations with industry-leading data intelligence and
communication solutions.
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Digital Onboarding: Speed vs Control

Industry challenge

* Pressure to onboard customers quickly .
* Regulators expect proportionate, risk-based KYC/CDD . ® ®
 Manual processes introduce inconsistency and audit risk

Good practice

* Risk-tiered onboarding journeys
* Clear decision logic embedded in processes
* Evidence retained for regulator review

People & address intelligence | Landline & mobile validation | Identity, fraud, mobile & address checks | Custom integrations



Balancing Digital Onboarding Speed with KYC & CDD Requirements

Key considerations

* Lower-risk customers should not be overburdened )
* Higher-risk profiles require enhanced scrutiny Effective approach

e Controls must be consistent and explainable
e Policy-driven rules determine:

* What checks are required
* In what order
* When manual review is triggered

Reduce investigation time | Improve fraud detection | Enhance verification processes | Full visibility of people, businesses & properties
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Using Automation Within the Limits of External Data

Reality of data

* External data varies by jurisdiction and customer type
* False positives and gaps are unavoidable
* Regulators expect judgement, not blind reliance

Best practice

* Combine multiple data sources
» Score confidence rather than binary pass/fail
* Maintain provenance and decision rationale

Simunix is a trusted UK provider of communication tools, directory solutions, and data intelligence platforms.
We support law enforcement, finance, government, and enterprise.



Obtaining & Verifying Identity and Address for International Clients

Challenges

* Inconsistent document standards
* Limited registry access in some regions
* Higher operational friction for global firms

Good practice

» Jurisdiction-specific acceptance criteria
o . * Multiple verification methods
T * Centralised oversight with local flexibility
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.7 .9 . .. oOffering Digital and Traditional ID&V Options

Regulatory and customer reality

* Not all customers can verify digitally

* Financial inclusion and accessibility are
considerations

* Manual routes still need strong governance

Balanced approach

* Digital verification where appropriate
* Traditional alternatives where required
e Auditable exception handling




Managing Deepfake & Synthetic Identity Risks

Emerging risks

* Al-generated images and documents
* Synthetic identities built across institutions
* Increased risk in fully remote onboarding

Expected controls

* Multi-layered checks

(document, data, behavioural)
* Ongoing monitoring beyond onboarding
* Regular review of threat models
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Differences in Digital ID&V Practices

Key challenge

* What is acceptable in one country may not be elsewhere
* Regulators expect firms to understand local expectations
Good practice

e Sector specific onboarding policies

* Documented risk assessments
* Flexibility within a controlled framework




Perceived Lower Risk vs Actual Risk

Common misconception
 Digital ID does not automatically equal lower risk
e Over-reliance can expose firms to new threats

Regulatory expectation
e Risk decisions must be evidence-based
e Technology should enhance, not replace, judgement

UK-hosted and compliant data | High accuracy multi-source data blending | Fast, reliable search tools | Proven fraud prevention & investigation results
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Impact of the UK Government’s Digital ID Programme

What it introduces
* Certified digital identity providers
e Enhanced trust frameworks
e Potential for ID reuse

What doesn’t change

* Firms remain responsible for KYC outcomes
* Risk assessment obligations remain




Lessons Learned from Regulated Firms

What works

* Clear ownership of onboarding risk
* Technology aligned to policy
e Full auditability

What doesn’t

* Fragmented tools
e Manual workarounds
e |nconsistent risk decisions
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Technology’s Proper Role in ID&V

Technology should

* Enforce consistency
 Reduce human error

e Support regulatory change
* |[mprove transparency

Humans should

* Review exceptions
* Interpret regulation
 Own accountability




v' Digitisation and compliance are complementary
v Proportionate, auditable onboarding is achievable

v The right architecture supports both growth and regulation
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