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AI Governance: Balancing AI Adoption,
Explainability & Governance
in Financial Crime Controls
and Operations

What we will cover:

Regulatory expectations for AI explainability

Making AI-driven decisions auditable & accountable

Governing agentic & generative AI in FinCrime

Data privacy & confidentiality with AI models

Reducing false positives & manual workload with AI

Skills to explain, oversee and challenge AI models
Views expressed are those of the presenter.



F I N A N C I A L C R I M E F S S U M M I T — A I  G O V E R N A N C E  S E S S I O N

AI Governance: Balancing AI Adoption,
Explainability & Governance
in Financial Crime Controls
and Operations

The institutions that deploy AI without governing it are not innovating.
They are accumulating invisible liability.

$3.1T annual financial crime
losses globally 72% of regulators cite

explainability as #1 AI concern 40% false positive reduction
with governed AI AML



A G E N D A

What We'll Cover Today  —  30 Minutes

01
The AI Governance Imperative

Why governing AI is no longer optional

02
Regulatory Expectations

Explainability, auditability & accountability

03
Governing Agentic & GenAI

New models, new risks, new controls

04
Data Privacy with AI

Confidentiality, GDPR & model training

05
Reducing False Positives

AI use cases that cut noise & workload

06
Building AI-Ready Skills

Explain, oversee and challenge AI models



S E C T I O N  0 1   — T H E  I M P E R A T I V E

Why AI Governance is
Non-Negotiable Now
Financial crime AI is simultaneously your most powerful
compliance tool and your most ungoverned risk.

AI is not neutral: Every model encodes assumptions. Ungoverned assumptions become 
regulatory exposure.

Regulators are ready: EU AI Act, SR 11-7, FCA principles - examiners are now asking AI-
specific questions in every examination.

Black-box = liability: If you cannot explain a SAR decision, you cannot defend it - in court, to 
a regulator, or to your board.

Speed without 
governance: Deploying AI faster than your governance keeps up is not agility. It is 

risk accumulation at machine speed.

THE BALANCE
YOU MUST STRIKE

INNOVATION
& ADOPTION

EXPLAINABILITY
& ACCOUNTABILITY

GOVERNANCE
& CONTROL

⟺



S E C T I O N  0 2   — R E G U L A T O R Y  E X P E C T A T I O N S

Explainability, Auditability & Accountability

EXPLAINABILITY

EU AI Act Art. 13

FCA Principles 6 & 11

SR 11-7 Documentation

Every AI-driven compliance decision must produce a 
human-readable rationale. "The model said so" is not 
acceptable to a regulator, a court, or a SAR reviewer.

HOW TO ACHIEVE IT:

SHAP / LIME output layers

Decision log per alert

Plain-language SAR rationale

Feature importance reports

AUDITABILITY

EU AI Act Art. 12

Basel AI Principles

FATF Guidance 2023

Full audit trail from data input → model decision → 
human action. Version-controlled. Time-stamped. 
Reproducible under examination.

HOW TO ACHIEVE IT:

Model version registry

Input/output logging

Immutable decision records

Rollback capability

ACCOUNTABILITY

UK SMCR / SM&CR

EBA ML Guidelines

OCC Model Risk Policy

A named person owns every model. Accountability 
cannot be delegated to the algorithm. 

HOW TO ACHIEVE IT:

Model ownership register

Board AI Risk Report

3LoD accountability matrix

Named AI Governance lead

Views expressed are those of the presenter.



S E C T I O N  0 3   — A G E N T I C  &  G E N E R A T I V E  A I

Governing Agentic & Generative AI
in Financial Crime

Traditional Rule/ML-Based AI Agentic & Generative AI

Deterministic outputs Probabilistic, emergent outputs→

Narrow, defined task Multi-step, autonomous task chains→

Auditable decision path Reasoning chain may be opaque→

Stable once deployed Can self-modify with new prompts/data→

Validated once per version Requires continuous prompt governance→

GenAI & Agentic models require prompt governance, output review, human-in-loop protocols and a NEW validation framework - SR 11-7 alone is insufficient.
Views expressed are those of the presenter.



S E C T I O N  0 4   —   D A T A  P R I V A C Y  &  C O N F I D E N T I A L I T Y

Managing Data Privacy When Using AI Tools & Models

Training Data Exposure

Risk: Customer PII fed into model training creates GDPR/CCPA obligations. Data subjects 
have rights - including the right to erasure - that AI models complicate.

✓ Data minimisation at source. Synthetic data for training where possible. Privacy Impact 
Assessments before any training run.

  Third-Party AI Tools

Risk: Using commercial LLMs or cloud AI services may mean customer data leaves your 
control - violating data residency requirements and client confidentiality obligations.

✓ Data Processing Agreements with every AI vendor. No customer data in public LLM 
prompts. Contractual AI use restrictions.

  GenAI Prompt Leakage

Risk: Staff pasting client names, account numbers or transaction data into ChatGPT-style 
tools is happening today in most organisations - often without IT or compliance awareness.

✓ Prompt governance policy. Approved AI tool list. DLP controls on AI platform inputs. 
Staff training on what constitutes sensitive data.

Model Inference Risk

Risk: Adversarial attacks can extract training data from models. Even anonymised data can 
be re-identified via model outputs in certain attack scenarios.

✓ Differential privacy techniques. Regular adversarial testing. Model output monitoring for 
anomalous data patterns.

Views expressed are those of the presenter.



S E C T I O N  0 5   —   R E D U C I N G  F A L S E  P O S I T I V E S  &  M A N U A L  W O R K L O A D

AI Use Cases That Actually Work
in Financial Crime Operations

Dynamic TM Thresholds

ML models that continuously recalibrate alert thresholds by 
customer segment, channel and typology - reducing noise 
by 30–50% without increasing missed SARs.

↓ 40% false posiƟves

Network Graph Analysis

Graph AI identifies hidden connections between accounts, 
entities and transactions that rule-based systems miss - 
surfacing shell networks invisibly embedded in payment 
flows.

↑ 3x complex case detecƟon

CDD Automation

NLP models extract, classify and risk-score customer due 
diligence documents - reducing analyst review time from 
hours to minutes and improving consistency.

↓ 60% manual review Ɵme

SAR Narrative Drafting

GenAI assists analysts in drafting SAR narratives from 
structured alert data - maintaining quality standards while 
cutting drafting time significantly.

↓ 50% SAR draŌing Ɵme

Adverse Media Screening

LLM-powered adverse media tools replace manual Google 
searches - with structured risk categorisation, deduplication 
and confidence scoring built in.

↑ Coverage & consistency

Analyst Decision Support

AI co-pilot surfaces similar historical cases, relevant 
typologies and suggested disposition to guide analyst 
judgment - not replace it.

Human+AI > Human or AI alone

Views expressed are those of the presenter.



S E C T I O N  0 6   — B U I L D I N G  A I - R E A D Y  S K I L L S

Skills to Explain, Oversee and Challenge AI Models

EVERY COMPLIANCE OFFICER

Understand what a model does - inputs, outputs, 
purpose

Recognise the signs of model drift or failure

Know what questions to ask data scientists

Identify when AI output requires human escalation

Understand explainability basics (SHAP, LIME 
concepts)

2ND LINE AI GOVERNANCE SPECIALISTS

Conduct or oversee independent model validation

Perform bias and fairness testing

Assess training data quality and provenance

Review model cards and technical documentation

Challenge data science assumptions constructively

AI GOVERNANCE LEAD / CAIO

Set the AI governance framework and policy

Present AI risk posture to board and regulators

Manage cross-functional AI governance committee

Horizon scan for regulatory AI developments

Own the enterprise AI model risk register

Views expressed are those of the presenter.



The AI Governance Framework for Financial Crime

1

STRATEGY
& POLICY

AI Risk Appetite
Board AI Policy
Ethics Charter

2

RISK &
CONTROLS

Model Inventory
Bias Testing

Threshold Governance

3

EXPLAINABILITY
& TRANSPARENCY

Decision Logs
Audit Trails

XAI Techniques

4

OVERSIGHT
& VALIDATION

Independent Review
Human-in-Loop
Drift Monitoring

5

CULTURE
& SKILLS

AI Literacy
3LoD Ownership
Whistleblowing

Each pillar must be owned, documented, tested and reviewed at least annually  - 2nd Line owns the framework, all three lines are accountable
Views expressed are those of the presenter.



T A K E A W A Y S   — Y O U R  9 0 - D A Y  A C T I O N  P L A N

From This Room to Your Desk
Days 1–30

Assess & Inventory

Map every AI/ML model in compliance

Classify risk per EU AI Act / SR 11-7

Identify top 3 explainability gaps

Appoint AI Governance lead

Days 31–60

Policy & Controls

Draft AI Governance Policy (board-ready)

Build model risk register template

Define prompt governance for GenAI tools

Set human-in-loop thresholds per use case

Days 61–90

Operationalise

Run first independent model validation

Deliver AI literacy training - all 3 lines

Launch KPI & drift monitoring dashboards

Present AI Risk Report to board

Views expressed are those of the presenter.



AI will not replace
compliance officers -
but compliance officers
who govern AI will replace
those who don't.

The institutions that master the balance between AI adoption,
explainability and governance will define best practice
for the decade ahead.

Start your AI
Model Inventory

Build your AI
Governance Policy

Train all three
lines of defence

K E Y  R E F E R E N C E S

 EU AI Act - Official Text (2024)

 FATF Guidance on AI in AML (2023)

Federal Reserve SR 11-7

FCA / PRA AI Principles

MAS FEAT Principles

Basel AI Supervisory Principles

Thank You  |  Questions?


