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Human, bot...or both?

Al is reshaping both the attack surface and the defense.



ldentity is
breaking
— hot
jUSt being Synthetic + stolen identities are
attaCked indistinguishable from real users

o Deepfakes can pass KYC checks

o Al removes the cost of impersonation at scale

_____________________________________________________

The problem is no longer "is this a bot?"
— it's “can we trust identity at all?"”

__________________________________________________________________________________________________________________________________________



When a Human Visits,

Their Device Tells Y

ou

More
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When Bots Come to Visit i @

Old Models Break Down

Key 1ype

ERROR for site owne L/

| Sand me a copy

! e
Sem‘i message
! .




You can't just block all the bots anymore

SIGNAL TODAY TOMORROW
Bot Detected ¥ Suspicious Normal?
Unusual hours ¥ Suspicious Normal?

______________________________________________________________________________________________________________________________
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@picturesof

picturesofpeoplescanningqrcodes
Feb 29, 2012

No posts yet
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Pictures of People Scanning QR-codes

peoplescanningqrcodes /

@ picturesofpeoplescanningqrcodes.tumblir.com



It Was Never About Bots:

It's About Attacks

Identity fraud

Account Takeover

Multi-Accounting
Fraud

Transaction
Fraud
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Not all large-
scale fraud ig = Mo tscaleis oftenassumedtobe bots..
a utom ated O But many attacks are coordinated human operations

O Fraud at scale is often assumed to be bots...

© Incentivized with minimal rewards
(e.g., food, small payments)

_______________________________________________________

Automation detection alone isn't enough
— you heed to link activity across devices
and identities

__________________________________________________________________________________________________________________________________________



D)

A Framework for Future Fraud Detection

Human or automated?
Signs of fraud intent? Identified or anonymous?
(tampering, anomalies)
(Web Bot Auth / Cryptographic Signing)
Consistent with this customer's behavior? Consistent with this customer's behavior?

Coordinated across accounts? Coordinated across accounts?
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Know the Landscape

1/5 ~50%

identification events | increase in desktop
involve VPN usage - browser tampering

Over 90%

of automations are
scrapers or ‘bad’
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Meet Your Friendly Neighborhood Al

D)



Al as Recommender - Not Al In Control
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You Ask the Questions.
You Make the Call.

The partnership that can actually keep pace with how attacks are evolving.



D)

% Welcome, Boris

Using my data, list out my 10 most suspicious visitors over the
past 2 weeks and summarize why they appear to be suspicious.

_|_

Sonnet 4.6 Extended ~
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Visitor ID

GUrsMgw@3R7NPHM41JZF

©3N560tarjUPHSOE3mBK

yeqcROaPCUuLp1SU1bPu

601 WM110gaCvZObokreF

5Hqa58xuU0qJVndroyoZU

OnIRiL3mWxM7EBuxsoré

1TQUKFRSBOPEN3 JWVpBH

VuzCTKdGré2cKo12x7we

z1ICCrg@Q6NUmurPbMdq

81j9tzXhBXEBALWBWCSS

Score

47

31

29

IP [ Location

40.76191.134
Azure [ Virginia

18.220.36.63/
18.227.102.134
AWS [ Ohio

134.228.22.5
ISP [ Toledo, OH

47.135.72.254
ISP [ Lenoir, NC

68.170.247.115
ISP | Guyton, GA

72.216.115.226
Cox [ Phoenix, AZ

68.97.101.69
Cox [ Oklahoma
City, OK

98.165.83.88
Cox | Phoenix, AZ

88.97.218.95
YouFibre | Wales, UK

100.50.88.209
AWS [ Ashburn, VA

Threat signals

badbot virtvalmachine Incognito datacenter IP
177 events/hr 50 linked 1Ds/hr

badbot  virtvalmachine  rotating IPs (54 distinct/24h)
outdated Chrome 60 UA 110 events/24h

badbot virtvalmachine proxy detected
first seen / new visitor

badbot virtvalmachine proxydetected new visitor

badbot virtvalmachine proxydetected new visitor

badbot virtvalmachine  proxy detected
VPNactive new visitor

badbot virtvalmachine proxy detected
VPNactive new visitor

badbot virtvalmachine proxy detected
VPNactive new visitor

virtual machine  tampering (0.97 anomaly score)
proxy detected VPNactive new visitor

badbot virtvalmachine datacenter IP (AWS)
9 rapid-fire events in seconds

D)
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From Signal = Insight - Action

____________________________________________________________________________________________________________________________________

Identify suspicious Understand Take action

behavior across why it's risky with confidence
sessions | |

____________________________________________________________________________________________________________________________________



Are Still In Control

A
fr—
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Your Al Readiness Framework

Do you have a strategy for both
human and automated visitors,
today and in the next 3 years?

Red carpet for good visitors. Block
or flag the bad ones. Regardless of
whether they're human or bot.

How will Al augment your
fraud and security team and
how will you leverage what
you already have?

New tools should amplify existing
signals, not replace them.
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"@ Fingerprint

Let's Continue
the Conversation.

Let's talk — here or after
the conference.
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