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WHEN AI BREAKS IDENTITY:
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AI is reshaping both the attack surface and the defense.

Human, bot…or both?



Identity is 
breaking 
— not
just being 
attacked

Deepfakes can pass KYC checks
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Synthetic + stolen identities are 
indistinguishable from real users

AI removes the cost of impersonation at scale

The problem is no longer “is this a bot?” 
— it’s “can we trust identity at all?”



Smart signals carousel here
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When a Human Visits,

Their Device Tells You More
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When Bots Come to Visit

Old Models Break Down



SIGNAL TODAY TOMORROW

Bot Detected  Suspicious  Normal?

Unusual hours  Suspicious  Normal?

Rapid, efficient sessions  Suspicious  Normal?
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You can't just block all the bots anymore
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It Was Never About Bots: 

It’s About Attacks

Identity fraud Multi-Accounting 
Fraud

Transaction 
FraudAccount Takeover



Not all large-
scale fraud is 
automated

Fraud at scale is often assumed to be bots…
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Automation detection alone isn’t enough 
— you need to link activity across devices 
and identities

But many attacks are coordinated human operations

Real people recruited in low-cost regions

Real identities used to pass KYC

Incentivized with minimal rewards 
(e.g., food, small payments)



A Framework for Future Fraud Detection
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Know the Landscape
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identification events 
involve VPN usage

1/5
increase in desktop 
browser tampering

~50%
of automations are 
scrapers or ‘bad’

Over 90%
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Meet Your Friendly Neighborhood AI



AI as Recommender - Not AI In Control
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The partnership that can actually keep pace with how attacks are evolving.

You Ask the Questions. 
You Make the Call.
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Using my data, list out my 10 most suspicious visitors over the 
past 2 weeks and summarize why they appear to be suspicious.
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From Signal → Insight → Action
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21 3

AI accelerates investigation — you stay in control

Identify suspicious 
behavior across 
sessions

Understand 
why it’s risky

Take action 
with confidence
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You Are Still In Control
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Your AI Readiness Framework

How will AI augment your 
fraud and security team and 
how will you leverage what
you already have?

New tools should amplify existing 
signals, not replace them.

Do you have a strategy for both 
human and automated visitors, 
today and in the next 3 years?

Red carpet for good visitors. Block 
or flag the bad ones. Regardless of 
whether they're human or bot.
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Let’s Continue 
the Conversation.

Let's talk — here or after 
the conference.
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