Assessing Industry Progress and Effectiveness in
Tackling APP Fraud
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The world we are operating in

(1) Risk is hard
to detect

* The game is evolving - Fraud
and AML is harder to detect

 Stronger Controls lead to
frustration and friction

» Regulatory Pressure - board
oversight and evolving
surveillance

(2) Trustis hard to
build

* How to build trust scaling Al
 Bridging legacy with Al and
overcoming inefficiency

* Providing clear explainability and
ROI

» Keeping a human element
amongst change
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Companies risk
falling behind

* Fragmented oversight makes end
to end visibility difficult

» Maintaining Human Loop in the
Governance, currently over-
indexing

* How to protect customers without
driving them away
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The "Fraud Trilemma"

2 Key Points

The Detection Gap: Sophisticated fraud methodologies and mule
networks struggle to be detected in legacy systems.

The Friction Tax: To catch the criminals, we're stopping genuine
customers - the false positive nightmare.

The Regulatory Hammer: Consumer Duty and the FCA are
moving the goalposts - expectations are changing and boards are
now personally accountable for "good outcomes.”

The Bottom Line: You can’t solve for one without breaking the
other two using current approaches.
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Challenges to solve

PRIORITY 1 PRIORITY 2
Immediate solutions for Future-proofing solutions
regulatory changes for evolving threats
» Enhancement of real-time fraud controls * Enhancement of AML transaction monitoring
* Victims typically experience rapid, » Anomaly based & advanced detections
successive transactions to new » Operational efficiencies & alert management
counterparties

Help them reduce fraud losses, AML risk and operational cost

CONCERNS

- Reimbursement liability ££ —» Customer friction

> AML failings & fines ££ ~> Partner & client relationships
~> Regulatory scrutiny 7 Resource demand

License restrictions



The difference great data and tech can make

@

AML
Transaction
Monitoring

Real-Time
Fraud
Prevention

&

AML Alert
Prioritisation

Unsupervised models

— Tailored to the global
risk landscape

Covering defined typologies,
anomaly driven detections,
segment behaviours, efc.

Supervised models

— Tailored to the risk
in portfolio

Trained on client data,
moulded to the concrete risk
profile and appetite
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Machine learning

—> Tailored to risk
appetite and priorities

Live model adaptation with
each feedback and alert

outcome, cleansing queue
from FP’s and focusing on

Research and Threat Intel

—> Following the risk

evolution \/

e Continuous development of 7\
new detection models —
+ to future proof Fraud and =~ ™+
AML controls and
experian. productivity.

« CATO e
* CAIS

* National Hunter

* FOAM

* Credit data
» Contact info



APP Fraud uplift results SSSEILE GiReen

Multiply your precision:
reducing FPs by 80%

-50%: Alert volume reduction
saving massive time and reducing
customer friction

Catch 200% of fraud
compared to a standalone
system

— More APP Fraud Prevented

Detected Detected Detected ~ Fewer False Positives
Fraud Fraud Fraud - Fewer alerts overall
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TM system +
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Closing Remarks

In summary

«  Solve your "Trilemma": How can you balance
compliance, cost and customer friction?

«  Demand Explainability: Move away from black-box Al
that won't stand up to a Board audit.

«  Collaborate on Data: The criminals are sharing tools; the
industry must share intelligence.

* Thetools to solve this exist today, we can now move at
the speed of the fraudsters



Thank you!
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